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Executive, IT Security 

Key Responsibilities: 

 Ensure compliance with appropriate IT Policies and Procedure; 

 Assist Manager IT Security to design, implementation, documentation and publishing the 
standard operating procedures to ensure compatibility with industry standards, Internal IT 
Policies and Procedure, business rules, and needs; 

 Administration on access control including Identity Access Management (IAM), password 
configuration, account creation and administration; 

 Identifies, analyzes, and mitigates threats to internal information technology (IT) systems 
and/or networks; 

 Coordinate and execute security assessment to identify security gaps in security architecture 
and recommend necessary remediation / changes to ensure security and system resiliency; 

 Investigates cybersecurity events or crimes related to information technology (IT) systems, 
networks, and digital evidence; 

 Develop and deliver of cybersecurity awareness, basics, literacy, and training; 

 Perform other task assigned by management. 

 

Knowledge Skills and Experience: 

 Bachelor degree of IT, Computer Science or other related field. 

 Minimum 2 years of experience in IT, Computer science, Telecom system or related field; 

 Experienced implementing and maintaining with cyber defense tools (IPS/IDS, Firewall; Anti-
malware; EDR; SIEM etc.,) 

 Have a good understanding of Operating System, Networking and Technology Risk and 
Countermeasure; 

 Holding Cybersecurity certified associate is preferable; 

 Good verbal and written English skills to present to management. 

 Be honest, self-motivation, self-initiation, self-commitment, fast learner, flexible and punctual; 

 Strong interpersonal, organizational, engagement, collaboration and excellent 
communication, analytical and problem solving skills; 

 Highly result oriented and independent, and able to work under pressure. 

 

 

How to apply: 

Please submit your application via email: careers.kh@cimb.com 

Or call us at 081 240 333 

 


